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1 Tool Architecture

Eclipse with tc32 plugin

ort: 3333
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Openocd

port: 4444
Telnet

Notes:

1. Now the tc32 plugin is still under development.

USB

Telink
EVK Board

SWIRE

DUT board

2. The firmware download function is not available in current tc32-gdb.
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To start using Telink gdb tool for the first time, make sure the "usb print" device

Telink gdb Tool User Guide

is converted to “libusb” driver through the “zadig_2.2.exe”. Please follow the steps

below:

1. Connect 8266 EVK (burned with 8266 _tlink.bin) to PC via USB.

2. Start “zadig_2.2.exe”, tick the “List All Devices” under the “Options”, select the
driver of Telink Debugger (interface 1), and click the “Reinstall Driver” button to

install the driver.

3 . k|
— SIS e i
Device i Device Options Help
v List All Devices |
Telitk| v | Ignore Hubs or Composite Parents MIEET [Ta\ink Debugger (Interface 1) v | et
v | Create a Catalog File
DVEr | Sign Catalog & Install Autogenerated Certifate o Miormates river WinUS8 (v6.1.7600. 16385) ) | WnUSg (v6.1.7600.16%85) | = - More Information
Winl5B (ibusb; WinUS8 fibush)
UsBT Advanced Mode libush-win32 USBID 248A 8266 01 libusb-nin32
g libush. Reinstall Driver hd libushk.
Log Verbosi » ll 7
wem ¢ ty WinlJSB (Micrasoft wem? K WinUsB (Mirosoft)
(|
No new version of Zadig was found No new version of Zadig was found [
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2 Debug Guide for tc32-gdb and Telnet

Step 1: Add "-g" options to the project, and select "No Optimizations (-00)" for

“Optimization Level” option.

= Properties for SensorMesh [ E=EEE—

type filter text Settings =14 - -

Resource

Builders

C/C++ Build
Build Variables
Discovery Options

Configuration: [DEMO_G [ Active 1

Environment B Tool Settings | # Build steps | 1’ Build Artifact | [ Binary Parsers | @ Error Parsers

Loggin:

e 3 Additional Tosls in Toolchain || Verbose ()

e N
4 53 TC32 CC/Assembler -

Tool Chain Editor ® e / Other flags  -g

2B General
C/C++ General el

@2 Paths

Project References
Run/Debug Settings
Task Repository
Telink Loader

Wik Text

@ Debugging
4 i TC32 Compiler
(22 Directories
(2 Symbols
32 Warnings
(52 Debugging
(2 Optimization
2 Language Standard
(& Miscellaneous
4 3 TC32 C Linker
B General
(2 Libraries
(2 Objects
4 B3 TC32 Create Extended Listing
22 General
4 i3 TC32 Create Flash image
2 General
a4 &3 Print Size
(2 General

[Restore Defauits | [ apply |

@ C o ) e

= Properties for SensorMesh T . [

— — S

type filter text Settings G- - -
Resource
Builders
C/C++ Build Configuration: [DEMO_G [ Active ] v] [Manage —— ]

Build Variables
Discovery Options

Enviranment i Tool Settings | # Build Steps Build Artifact | [} Binary Parsers | @ Error Parsers

Loggin — - .

= 99ing (% Additional Tools in Toolchain  |Optimization Level [No Optimizations (-00) -]
=ttings

4 3y TC32 CC/Assembler
(22 General
(2 Paths
2 Debugging
4 5 TC32 Compiler
(3 Directories
& symbols
@ Warnings
% Debugging

Tool Chain Editor
C/C++ General
Project References
Run/Debug Settings
Task Repository
Telink Loader
WikiText

T TPack structs (Tpack-struct)
[[] Short enums (-fshort-enums)

Other Optimization Flags

(2 Optimization
& Language Standard
(2 Miscellanecus

4 B TC32 C Linker
2 General
@ Libraries
2 Objects

4 3 TC32 Create Extended Listing
2 General

4 3 TC32 Create Flash image
2 General

4 B Print Size
2 General

[ Restore Qe{suhs] [ Apply ]

@ [ oK ][ caneel |
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Step 2: Download target test firmware into the DUT board via Telink Wtcdb tool and

a burning EVK.

~
wr wicdb 2 = —
IlF:'\Ielink work githsensor mesh\DEMO G ~| mm. .. open
|D:'\plj ZWEwhrfsochsvahtl_5320prjh\projhmouseims_def.h DEF. .. Ini
s |[se20 +| ore Pznqram| |corz | oo |1-byce | |vs2 +| [wecab int >
enso esh_bin tedk -i SenscrMesh.bin -b -

TC3Z EVE: Swire OE

Flash Sector (4K) Erase
3 Flash Sector (4E) Erase
Flash Sector (4E) Erase Program at address Z000
Flash Sector (4KE) Erase Program at address 3000
file dowload to 00000000: 1587& bytes
Total Time: 1099 ms|

Program at address 0

&
& Program at address 1000
&
H

TRACE Firware —URART M 5 m,|°@ T~
ms Start usE 'Iexr,| Clear | M save |
= 88
|8k vCD SRAM 18 Tdebug‘ EraseF || ming32 | ReadF | FlashID| ReadPC| calc inezoff| CIRL C
25 SWE 5P ’
128 view | | ik | Ham | c:mwm_l Readnj PktCap | Zrase32F RstMCU | NotePad R0060| wpcd.b| Loz
Ready 4 idle:702

Step 3: Connect hardware

Connect the DUT board with Telink 8266 EVK board via Swire interface.
(Telink-supplied EVK board is already preloaded with the firmware needed.)

Connect the miniUSB interface of the EVK board with PC USB via an USB cable.

The figure below shows the hardware connection chart.

uss Swire
PC §—Pp Telink 8266 EVK d—P DUT

AN-16082900-E4 7 Ver 1.3.0
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Step 4: Double click the “msys.bat” file to start MSYS2 environment.

o e e [E=NE ==

onfigure. ..

It’s allowed to open more than one MSYS2 environment window at the same

time.

AN-16082900-E4 8 Ver 1.3.0



osf:'MlcoNDUCTORb Telink gdb Tool User Guide

Step 5: Open openocd.
Type a command "openocd -f interface/tlink.cfg" in current MSYS2 environment, and

click the “Enter” key.

If an error such as "can't find the tlink.cfg" occurs, please use the following
command:

"openocd -s /usr/local/share/openocd/scripts -f interface/tlink.cfg"

or

“openocd -f interface/tlink.cfg -s  /usr/local/share/openocd/scripts”

Note: “/usr/local/share/openocd/scripts” indicates the script path.

The window below shows the debugging message.

For bug reports, read
http://openocd.org/doc/doxygen/bugs.html
: only one transport option; autoselect 'jtag'
: tc32_target create done
adapter speed: 1000 kHz
adapter_nsrst_delay:
jtag_ntrst_delay: 100
none separate
Info : USB Interface is now <l»>
Info : Reading USB idvendor 248a, idProduct 8266
Info : Found USB idVendor 248a, idProduct 8266
Telink Debugger version is: 16-08-05-01
Info : Requesting speed 32kHz
Info : Debuger getting SwS speed M=0x07,5=0x09
Info : Telink Debugger is now ready
: Requesting speed 1000kHz
: Debuger getting SwWs speed M=0x07,5=0x09
: clock speed 64 kHz
JTAG scan chain interrogation failed: all ones
: Check JTAG interface, timings, target power, etc.
: Trying to use configured scan chain anyway...
: tc32.cpu: IR capture error; saw O0x0f not Ox01
: Bypassing JTAG setup events due to errors

AN-16082900-E4 9 Ver 1.3.0
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Step 6: Open tc32-gdb.

1) Start another MSYS2 environment, type a command "tc32-elf-gdb
f:\\SensorMesh.elf" in the new MSYS2 environment and click the “Enter” key to
open tc32-gdb.

The “SensorMesh.elf” is available at the folder containing the SensorMesh.bin.

In this example, the SensorMesh.elf file is copied to the "f:\\" folder to simplify

the path in this command.

2) Type a command "target remote:3333" in tc32-gdb window and click the “Enter”

key to connect tc32-gdb with openocd.

I frome/dev. L o= ]

bashrc configure. ..

-html1>

scription

AN-16082900-E4 10 Ver 1.3.0
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3) User can use gdb commands to control and debug the DUT board.

Example:

I frome/dey (= [ ]

ription B

d (4))) = {0x07,0x00,0x00,0x00,0x08,0x00,0x00,0x00,0x

_initQ;
TrxStateSet(RF_MODE_TX,10)

c0: file ../main.c, Tine 31.

) c
tinuing.

target] #1 s
at /main.c:31

AN-16082900-E4 11 Ver 1.3.0
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Debug via Telnet:
Start windows command line environment "cmd.exe", and type a command "telnet

localhost 4444" to open Telnet.
@ S Ciinsons o2 ndoc

Microsoft Windows .1.7601]
[ TE (e) 2009 soft Corporation. {%

C:\Users\Administrator>telnet loaclhost 4444

Then user can also use telnet commands to control and debug the DUT. Please refer

to the “openocd.pdf” for the command list.

& Telnet localhost

Open On-Chip Debugger

> halt

MCU halted

> mdb 0x8000 10

USB synced

0x00008000: O 80 cO 99 80 00 00 00 4b He

AN-16082900-E4 12 Ver 1.3.0
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3 Debug Guide for Eclipse with tc32 Plugin

Besides command lines debugging by gdb and Telnet, user can also use Eclipse

with tc32 plugin to debug the DUT.

Step 1: Make sure the test firmware is already downloaded into the DUT board, and

connect the DUT with PC via Telink 8266 EVK (refer to Step 3 in Section 2).

Step 2: Double click the “msys.bat” file to start MSYS2 environment.

Step 3: Type a command “/eclipse &” in the MSYS2 environment, and click the “Enter”

key to open Eclipse window with tc32 plugin.

Step 4: Add "-g" options to the project, and select "No Optimizations (-00)" for

“Optimization Level” option. Refer to Step 1 in Section 2.

Step 5: Click “Debug configuration...” under the debug icon (as shown in the figure

below). The “Debug Configurations” window will pop up.

P TE

il

I

AN-16082900-E4 13 Ver 1.3.0
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Step 6: Set the following openocd & tc32-elf-gdb parameters in the “Debug

Configurations” window.

1) Set openocd for project, as shown below:

&= Debug Configurations

Create, ge, and run config

Harne: [D5230_test_pint

- [E] CIC++ Application

[] CAC4++ Attch to Applisaticn,
CAC+4 Postmorter Debmgger
[€] CAC++ Remote Application
GDB Hardwars Debugging
=-[E] GDE Open0CD Debugzing
¢ .[T] D5230_test_print

= Lamch Group

Filter matched 8 of 8 items

Main ~_%F Debuggeﬂ =9 Shrtuﬂ Bz So\m:e) | Qommmﬂ

Build (if required) before lsunching

Project

5230 _test_print Browss...
CiC++ Application:

[boot elf

Variahles Seach Project.. | Brows.. |

Einild Confizuration; [Use Active

" Bnable anto build
& s workspace ssttings

" Disable auto build
Configure Workspace Settings...

Eewert | Lpply |

@

Debug | Cloe |

2) Set openocd for debugger, as shown below:

cbug Configurations

Create, manage, and run configurations

¥

Ex|e%-

Name: |D5230_test_print

[trme fitr test

. [E] Cice+ Applicstion

[T CIC++ Attach 10 Application.
+-[E] CIC++ Postmortem Debugger
£ [E] CIC4+ Remote Application
+-[E] GDB Hardwars Debnzzing
=[] GDB Open0CD Debugging

i [] D5230_test_print

‘B Launch Group

Filter matched & of 8 ftems

[l bisin [ %5 Debugeer ~_» Startup | & Source | (7] Common|

~Cpen0CD Setup

¥ Staxt OpenOCD loeally

Exeoubbl: [ fopenned_exeoutsble}

GDEpot:  [3333
Tebetport  [4444

Brows Farisbles...

Config aptions: [ CATALRSDEW]

I | Allovste consnle for OpenOCD

S|

I~ | Alloate comsele for the fplnet comestion

~GDB Client Setup

Eecutable:  [132-cli-gib

Browse Farishles.

Otheroptions: [
Commands: [t mem maocessible-by-default off =]
~Remoke
Hostname or IP address: [loceost
Port mumber: 3337
I Force thread Jist update on suspend
Restore defults

Eeyerd Lpply

@

AN-16082900-E4
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3) Set openocd for gdb init, as shown below:

= Debug Configurations

Create, manage, and run configurations

R|E3-

Neme: [D5230_test_print

- [2] CiC++ Application

- [E] CIC++ Attach o Application
£.[E] CIC++ Postmorterm Debugeer
+-[E] CIC++ Rewote Application
i..[E] GDB Hardware Debugging
(=-[E] GDB Open0CD Debugging

¢ [2] D5230_test_print

o Lannch Gronp

Filter matched 8 of 8 items

-] Main (%5 Debugger | Strtup & Souree | ] Common |

C

[/ Initial Reset. Type: [init

[¥ Enable IC32 semihosting,
~Load

I¥ Load symbols

{* Use project binary: bootelf

€ Use file: [

Symbols offset (hex:

I~ Load execuiable
@ Use projeot binery: bootslf

Tarkspaze File Systern

€ Use fil I Torkspase Eile S5t
Exeontable offset (hew)
Runtime Op
’V I” Debuzin RAM |

W Pre-ron/Restart reset, Type: [halt  (always executed st Restart)

I™ et program counter st (hex).
[ Set breakpoint at: min
¥ Continue
Restore defonlts

Regert Apply

@

4)  (Optional) User can add menu shortcut for the specific project as needed,

as shown below:

= Debug Configurations

Create, manage, and run configurations

b

R|E3-

Neme: [D5230_test_print

[T CiC++ Application

- [E] CIC++ Attach o Application
+[E] CIC4+ Postmortem Debugeer
+-[E] CIC++ Rewote Application
+-[E] GDB Hardware Debugging
(=-[E] GDB Open0CD Debugging
¢ [2] D5230 test_print

o Lannch Gronp

Filter matched 8 of 8 items

o] Mein (%5 Debugger [ Startup [ Sowee | [ Common
[ Save
 Losel fil
© Shoed file:  [S230 ek i B
(- Display in favorites memn Encod:
Fo Dbz (% Defuglt - isherited (150-8850-1)
O QRrum (~ Other [TS0-G855-T =]
~Standerd Inputand Outp
¥ Allocate console (necessary for inputy
[~ InputEle: |
Workspree || Fiedysem, | [ Fasbls |
I~ Output File: [
Worsge, | | Filb s, | [ Vaabs, |
I Append
¥ Launch in backgromd.
Heyord hpply

@

AN-16082900-E4
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5) Click the “Debug” button, and wait until the debugging window pops up.

Telink gdb Tool User Guide

Step 7: In the debugging window, user can set breakpoint and do step-in (step-over)

debugging line by line.

*Note: If any error (usually "can't find the tlink.cfg") occurs in the debugging window,

please refer to the solution introduced in Step 5 of Section 2.

AN-16082900-E4 16 Ver 1.3.0
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4 Useful OpenOCD Commands

OpenOCD telnet provides a useful and fast way to explore and debug your

program.

4.1 Telink OpenOCD Commands
- helpme

Open On-Chip Debugger

= helpme

Command: tinfo — Telink AlmightyTlink debuger (EVKZ)
Usage: tinfo

Command: wusync — sync up debugger USB

Usage: usync

Command: stop — halt the MCU

Usage: stop

Command: halt - halt the MCU

Usage: halt

Command: resume - continue

Usage: resume

Command: cont — continue

Usage: cont

Command: ¢ - continue

Usage: ¢

Command: restart — restart MCU

Usage: restart

Command: until - RBun until <=hex>

Usage: until =hex=

Command: breakclear — clear all breakpoints
Usage: breakclear

Command: break - insert break at =hex>
Usage: break =hex=

Command: breakc - clear breakpoint <bp#s=
Usage: breakc <bp#=

Command: breakr - remove breakpoint at <hex>
Usage: breakr <hex=

Command: breaks - breakpoint status

Usage: breaks

Command: mcu_status - MCU status

Usage: mcu_status

Command: reached — breakpoint reached status
Usage: reached <bp#=

Command: reachat - breakpoint <hex> reached status
Usage: reachat <hex=

Command: usbdebug - toggle usb debugging
Uiage: usbdebug

AN-16082900-E4 17 Ver 1.3.0
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- )
=
>

de
i

- debug_level

This is a system level command. Useful debug level is between 0 ~ 3. Debug

level 3 will give you the most debugging outputs.

It’s advised that you can save your debugging output to a log file while you

start your openocd.

openocd -f tlink.cfg -1 debug.log

Sdye: uspueouy

debug_level 3
bug_level: 3

- stoporhalt

Both commands will halt the MCU. This is normally your first step of debugging.

- reg

This is also a system level command. You can only read the DUT board register
values when your MCU is halted, except the PC value which you can read at

anytime even when your program is running.

Jl= halt
{ MCU halted
Il= reg
= TC32 registers

1 (@)
(1)
1(2)
1(3)
(4]
(5]
(6]
i (7)
+ (B)
(9]

rd (f32): BxBPRARALR
rl {(/32): Bx00Q02000
rz (/32): @xoepopaen
r3 (/32): 2xBeRORAER
rd (f32): 8x00Q0Q20D
r5 (/32): BxBPRORA0R
ré (/32): Bxpepepaen
r7 (/32): Bxpepepeen
ré (/32): BxPeRORAER
ro (f32): 8xBPRARA0R

{18) rie (/32): expeORERAA
{11) ri1 (/32): ex0eo@eRAR
] {12) r12 (/32): OxPODRERRD
{13) sp_usr (/32): DxBRRERRRE
i (14) lr_usr (/32): AxPRRRRARAR
{{15) pc (/32): Bx0RRAR1RE
{16) status (/32): OxPOORGAGA
q(li] sp_irg (/32): exP@REDRRR
=

AN-16082900-E4 18
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resume or cont or c

Resume your MCU running.

= FEsume
MCU resumed

-8

poll on/off

Poll is a system level command. It does many things including polling MCU status
to the cache. It also provides the heart beats to many of our OpenOCD debugging
features.

It’s suggested that we start the polling all the time if not by default started.

= poll on
= reg
= TC32 registers

(@)
(1)
(2)
(3)
(4)
(5)
(6)
(7)
(g)
(9)
(18]
{11)
{12)
{13)
{14)
{15)
{16)
{17)

rd (/32): BxPRRARBRE

rl (/32): Bx@eeeeeel

rz (/32): exooeeeeRl

r3 (/32): exopeeeBRR

r4 (/32): BxP@RBBBRA

rs (/32): BxPRRAARRE

ré (/32): BxPRRAABRE

r7 (/32): exPRpRARRRE

ré (/32): exPRRARBRE

ra (/32): exPRRARBRE

rig (/32): exPpRAdeRe
ril (/32): exPpRARRRe
riz (/32): 0xPRRARERe
sp_usr (/32): OxOPRRREER
1r_usr (f32): BxPPRRARAA
pc (/f32): BxPRAAR1QC
status (/32): BxPRBERARRA
sp_irg (/32): Px0PRRRRER

AN-16082900-E4
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}

» break Bx3al2

- break <address>
Set a breakpoint at the hex address.

Unlike GDB, openocd does not have your source code symbol table. It won’t
know your symbol or source code line address. Useful place to obtain the correct
address will be your Ist file created when you compile your program with Telink
Eclipse IDE.

SensorMesh.bin SensorMesh.lst drivers main.o objects.mk subdir.mk
SensorMesh.elf boot interrupt.o makefile sources.mk
Avoir:DEMO_G peterss I

tmovs 1,

3al6: 97fe 9fab tjl 2978 =Rf_Init>

fUsers/fpeters/sensor_mesh/DEMO_G/.. fmain.c:18

WaitUs(1eeea);

2ala: Bbe3 tleadr r3, [pc, #12] ; (3828 =sys_init+@x4c=)
3alc: eclB tadds @, r3, #@
3ale: 97fc 9b&7 tjl f@ =WaitlUs=

stD'if;uiu'sfseisu'_‘usﬁkﬁiﬁﬁ_éf..f‘c_:.c:lg

3a22: BEbd tmov sp, r7
3azd: 6Ra7 tadd sp, #2B
3a26: 6dEA tpop {r7, pc}
3a2B: papaz7yle wword Bxpapazyle

Be@@3aZc =main>:

I

BP1l inserted at BxPBAR3A1Z

> 1l

- breaks
Show the breakpoints.

TC32 has 4 hardware assisted breakpoints. Our first version of the OpenOCD only
supports one breakpoint at this moment. Future releases will allow you to use
more breakpoints.

= breaks

BPE addr @x@2080808 en[d] rcl[@]
BP1 addr @x@@883A12 en([1l] rc[@]
BPZ addr @x@0080088 en([@] rcl[@]
BP3 addr @x@OEA0088 en([@] rcl[@]

> i

- breakc <bp#>

Clear the breakpoint. Breakpoint is normally inserted at BP1. If BPO rc flag is on, it
means MCU reached at the breakpoint regardless which breakpoint.

AN-16082900-E4 20 Ver 1.3.0
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- breakclear

Clear all the breakpoints.

- until <address>

Run MCU until the hex address.

This is a very useful feature that allows you to run the MCU until the break
address you want.

As you can see in this example, BP1 breakpoint were set to 3A14 and MCU
stopped at the address. When rc flag is on, it means it reached the address.

To continue running, simply type resume.

= until 3ald

Run until @xeaadzald

BPl inserted at BxBRRRA3Al4

MCU halted
= breaks

BPE addr DxPROBRBRR en([@®]
BP1 addr @x@088A3A14 en[@]
BPZ addr @xPRERAB0Q en[@]
BP3 addr @xPRRRRRRAR en([@]

= il

- breakr

<address>

rcl1]
re[@]
rcfa]
rclal

Remove breakpoint at address.

Same as breakc except you remove the breakpoint (turn off enable flag).
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